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— File naming / Folder structure
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— Data protection
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Journal Crisis

Subscription prices to journals

skyrocketing, unsustainable prices

Access gaps
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Reproducibility Crisis

Resaarch

Restoring Study 325 eficacy and harms of parcxeting and imipranming
treatment of major depression in adclescence

Is there a reproducibility “crisis” in
biomedical science? No, but there is
a reproducibility problem

n climied 1

Artificial intelligence faces reproducibility
crisis

wat

EORY ARTICLE

Froat. Fechel., 19 May 2015 LR

Abstract

seennooss Replication, falsification, and
the crisis of confidence in The Replication Crisis in Science
social psychology
In Medicine, the Science Has Stopped Working
oy PASCAL DuARULL GOBMY 17 488 Pt [~
Hidden data
' The drug was widely prescribod during the swine flu cutbreak in 2009,
MEDICAL EDUCATION
Science & Envirenment Dnug do not publish &Il their research data. This report ks tha resultof a
— [uesday, Decamher 12. 2':“ 7 | by GI’EQ HI’E‘I’\in. spwal :i‘:thsr:llflgﬂl for the previously hidcen data into the effectivenass and side-affects

MOSt SCientiSts 'can‘t replicale s' . It concludad that the drug reduced the persistenca of lu S,‘I"ULOI'.IS from seven
pEE]’S' Add ressi ng the ReS ea I'Ch ays to 6.3 days In adulls and 1o 5.8 days in chidren, But the report’s authors said

2‘,,“: ,::ﬁ‘m s Repﬁcahon Crisis drugs such as paracetamol could have a similar Impact

Medical schools and teaching hospitals are helping ¢

researchers learn best practices and how to improve writing skills for
- » research reproducibility.

On claims al the drug grevented complications such &s preumonia developing,
‘Cochrane suggesled the trials wene s poor there was "no visible affect”.
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Reproduciblility Crisis u

Is There a Crisis?

IS THERE A REPRODUCIBILITY CRISIS?

7% 52%
Don’t know Yes, a significant crisis
3% ‘
No, there is no
crisis

1,576

researchers
surveyed

38%
Yes, a slight
crisis

e
I ITe
SR

9 Monya Baker (2016):1,500 scientists lift the lid on reproducibility. https://www.nature.com/news/1-500-scientists-lift-the-lid-on-reproducibility-1.19970



Reproducibility Crisis
Failed to Reproduce?

10

HAVE YOU FAILED TO REPRODUCE

AN EXPERIMENT?

Most scientists have experienced failure to reproduce results.
® Someone else's My own
Chiriciy _
Physics and [N
engineering e
Medicine _ s :
Earth and [N
environment [T
Other - P - — i ;
0] 20 40 60 80 100%

Monya Baker (2016):1,500 scientists lift the lid on reproducibility. https://www.nature.com/news/1-500-scientists-lift-the-lid-on-reproducibility-1.19970
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Open Science
Definition

“Open Science (OS) [is] the practice of science in such a way that
others can collaborate and contribute, where research data, lab notes
and other research processes are freely available, under terms that
enable reuse, redistribution and reproduction of the research and its
underlying data and methods.”

Foster

11 FOSTER: Open Science Definition. https://www.fosteropenscience.eu/foster-taxonomy/open-science-definition



Open Science
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Open
Notebook

Open Data
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Open
Access

Open Peer
Review

Open
Educational
Resources



National Strategies — Open Access

Goal: 100% (green and gold) OA in 2022 Research Council: five-year Gold OA

funding scheme

» Governmental goal of 50% (100 %) OA within 5
years (10 years)

= VSNU: agreement with Springer and Elsevier
(OA publishing and access subscription)

N/
N

5]
= Government & RCUK action

= JISC APC pilot offsetting APC costs with
subscription fees

= QA obligatory forthe next REF
Wellcome Trust OA policy incl. sanctio

= German Alliance supports concrete realizations ofMPG.
proposal

» DFG supports German universities to establish OA
publication budgets since 2010

OANA: network supported by 50 organisations

= FWF & Austrian library consortium piloting offsetting
model with IOP and T&F

= FWEF: OA funding (incl. OA book program)

]
ﬂ * Goal: 100% (green and gold) OA in 2024

13
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| & |
National guideline for OA. From 2017 on
CC BY forfunded research

FP7 & Horizon 2020
= Mandatory OA Policy

= recommendation to the member
state: 60% by 2016

Science Europe

= QA position statements in 2013

= principles for OA publishing
services in 2015

LERU

» OA-Petition 2015

=

= QA policy: 12 month embargo
for all public funding agencies
with a budget > $ 100 Mio.

= strong OA Ivy League
supporters, e.g. Harvard

= mostadvanced OA policies by

some charities like Gates, Ford
etc

Adapted from: Reckling, Falk (2015). Transition to Open Access. The Role of Public Funders and Research Organisations. DOI: 10.5281/zenodo.17272



Open Access Policy
University of Bern

— | The University of Bern requires its researchers to deposit a full version of all
peer-reviewed and published academic work and the corresponding
bibliographical information in the institutional repository of the University of
Bern. This makes the academic work publicly available through Open
Access, provided that there are no legal obstacles.

— The University of Bern encourages its researchers to publish their research
results in Open Access journals, where appropriate journals exist.

14 University of Bern: Open Access Policy, https://www.unibe.ch/university/services/university library/services/open_science/open_access/index_eng.html#collapse_pane614213



https://www.unibe.ch/university/services/university_library/services/open_science/open_access/index_eng.html#collapse_pane614213

Funder Guidelines u

Publications & Data

The Horizon 2020 Open Access Mandate

In Horizon 2020, the European Commission (EC) requires that all peer-reviewed
publications resulting from project funding are open access (0A), i.e., freely
available online with no restrictions on use.

HORIZON 2020 GRANTEES ARE REQUIRED

The results of research financed by public funds are regarded as a

public good and should be published electronically so that they are 2 take measures to ensure  provide open access to any
immediately available without charge and can be reused by third - : open access to the data  other research data of their
parties. The SNSF supports the principle of free accessibility: it has underlying their scientific

adopted the aim that all publicati~nc »~c¥ i

openly accessible as of 2020. .

PROJECTS MUST HAVE

Provides nformation on:

®—0  —©

the data the research how to ensure its what parts of that data
will generate curation, preservation and will be open (and how)
sustainability .
@ Data management Mo repository imposed:
costs are fully eligible deposit data where
. ——— =% for funding you want .
OpenAire (2017). O Research data should be freely accessible to everyone — for scientists  factsheet-for-research-administrators

15  SNSF: Open Access as well as for the general public. ges/default.aspx


https://www.openaire.eu/openaire-factsheet-for-research-administrators
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Data policy - PL0oS

16

Data Availability

The following policy applies to all PLOS journals, unless otherwise noted.

PLOS journals require authors to make all data underlying the findings described in their manuscript fully available without
restriction at the time of publication. When specific legal or ethical requirements prohibit public sharing of a dataset, authors must
indicate how researchers may obtain access to the data.

When submitting a manuscript, authors must provide a Data Availability Statement describing compliance with PLOS's policy. If the
article is accepted for publication, the data availability statement will be published as part of the accepted article.

Refusal to share data and related metadata and methods in accordance with this policy will be grounds for rejection. PLOS journal
editors encourage researchers to contact them if they encounter difficulties in obtaining data from articles published in PLOS
journals. If restrictions on access to data come to light after publication, we reserve the right to post a correction, to contact the
authors' institutions and funders, or in extreme cases to retract the publication.

Plos: Data availability. http://journals.plos.org/plosone/s/data-availability



Data Management
Introduction

Digitalbevaring.dk

17
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Data Management
Introduction

* General introduction to data management
« Data management in practice:
» File naming, folder structuring
 Documentation and metadata
» Data protection

18
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Data Management
A definition

“Administrative process by which the required data is acquired,
validated, stored, protected, and processed, and by which its
accessiblility, reliability, and timeliness is ensured to satisfy the needs
of the data users.”

BusinessDictionary

http://www.businessdictionary.com/definition/data-management.html

19


http://www.businessdictionary.com/definition/data-management.html

Data Management
Why?

Help others to make sense of your
data — and yourself at a later
point!

20

a colleague

)

Christine Malinowski, Data

Management: File Organization,

LIT Libraries, 24.07.2019, CC BY.



https://www.dropbox.com/s/novkzrj9k9jzi0p/FileOrg_Slides_MIT.pdf?dl=0

Data Management
Data Life Cycle

21

Project planning

A 4

Data collection

A 4

—p Data processing

v

Data

reuse

Data analysis

3

!

v

Data publication

F 3

v

Data archiving

Lifecycle adapted from DDI version 3.0 Combined Life Cycle Model
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Data Management
DM Planning

* requirement by major research funders

 helpsyouto ...
» keep track

« address all relevant questions
systematically and in advance

« DMP as a «living document»

22

Inbox  Tasks Last visited @ Interruption mySNF: Sat. 14.09.2019
Complete the DMP form in the same language as your research plan.
The information provided in this template is not part of the scientific evaluation and will not be shared v
version of the DMP will be published on P32 {public database of the SNSF) at the end of the project.

Detailed guidelines are available about the DMP. Furthermore, answers to a set of frequently asked que
also available
| do not submit a DMP for the following reason:

1. Data collection and documentation
B 1.1 What data will you collect, observe, generate or reuse?
M 1.2 How will the data be collected, observed or generated?

B 1.3 What documentation and metadata will you provide with the data?

2. Ethics, legal and security issues
B 2.1 How will ethical issues be addressed and handled?
B 2.2 How will data access and security be managed?
M 2.3 How will you handle copyright and Intellectual Property Rights issues?

3. Data storage and preservation
M 3.1 How will your data be stored and backed-up during the research?

M 3.2 What is your data preservation plan?

4. Data sharing and reuse
I 4.1 How and where will the data be shared?
M 4.2 Are thers any necessary limitations to protect sensitive data?
B 4.3 All digital repositories | will choose are conform to the FAIR Data Principles.

) 4.4 1 will choose digital repositories maintained by a non-profit organisation.



Data Management
How not to: a Data Management horror story

https://www.youtube.com/watch?v=N2zK3sAtr-4, NYU Health Sciences Library, CC BY

23
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https://www.youtube.com/watch?v=N2zK3sAtr-4

Data Management

24

What experiences do you have with data
management?

Can you relate to the issues raised in the video?

Were/are you facing special challenges with your
data (e.g. volume, sensitivity ...)?

Digitalbevaring.dk
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Organization and Naming Convention

o5 https://www.flickr.com/photos/denverjeffrey/1950409800, CC BY ND Jeffrey Beall



https://www.flickr.com/photos/denverjeffrey/1950409800

Data Management
Why?

Help others to make sense of your
data — and yourself at a later
point!

26

a colleague

)

Christine Malinowski, Data

Management: File Organization,

LIT Libraries, 24.07.2019, CC BY.



https://www.dropbox.com/s/novkzrj9k9jzi0p/FileOrg_Slides_MIT.pdf?dl=0

Organizing your data
How not to

27

£ ryssevik_0.pdf

™ DSC_1863.JPG

2] Presi_Uni.pptx

x5 TestData_Final.xlsx

E_...-ITestData_FinaH.xlsx

EI_.—l TestData_FinalFinal.xlsx

E_...—ITestData_FinalFinal_dev.xlsx
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2013.04.08
BV
Desktop
Gemisch
old_TLR
Paper
Stick
Stick_griin
TLR Projekt
™ 2_jpg
™ 3jpg
| | 2012.07.26_TLR11_YNM_Analysis.fas
=) 2014.02.05_TLR2_Hap.xls



Organizing your data

Best practices

28

Be systematic and consistent

Start early

Balance between too much and too little

Who will the system have to work for: You? Lab Group? Collaborators?

S. Macdonald, Organising and Documenting Data, https://mantra.edina.ac.uk/libtraining.html



https://mantra.edina.ac.uk/libtraining.html

Organizing your data
Basic principles — overview

1. Directory structure
2. File naming conventions

3. File version control

29
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Organizing your data
Basic principles — overview

1. Directory structure
a. Folders and subfolders
b. Tagging

2. File naming conventions

3. File version control

30

UNIVERSITAT



Structuring your data
Folders and subfolders

31

Avoid overlapping categories

Don’t let your folders get too big
(“fit In one screen”)

Don’t let your structure get too
deep (“no more than 4 clicks”)

Use shortcuts
keep track of your structure

UNIVERSITAT

Overlapping categories

Data
PrasantationData
AawData

Manuscript
Data
Presantations
Data
ProgressReports
Data

Rule of thumb:
‘sure of the right subdirectory”
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Structuring your data
Tagg I ng @=| Test_document_2019-08-12.docx 12.08.2019 11:53 P

@- Eigenschaften von Test_document_2019-08-...

&llgemein | Details

» include tags for date and status Eigenschaft wert A
(“done, pending,” etc.) Beschreibuns
» be consistent (wording, spelling): e e
create a master list tegoren hinzfogen
e oOne tag: max. 2 words Jsprune
: Zuletzt gespeichert von
y tagglng Suﬁported 'kl)'y OS VS Revisicur?snlfmmer 2
Versionsnummer
tagglng too S (eg agspaces) Programmname Microsoft Office Word
Firma

32
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Structuring your data
Advantages and drawbacks of strategies

Folders and subfolders  + good represention of - 1litem, 1 place
information structure - Difficult to change once
+ Similar items stored together set up

Tagging + 1 item, several places - Risk of inconsistency
+ Easier to set up and change - May be difficult to

implement technically

33
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Structuring your data
Tips

« Combine folders and tags

» Use tags / folders for uncharacterized files

» Use an archive folder

 Reassess your structure periodically

e Use your structure — don’t collect files on
your desktop ;)

https://www.igbginc.com/starting-records-management-program/

34 Slides based on: MIT Libraries: File Organization, https://ocw.mit.edu/resources/res-str-002-data-management-spring-2016/index.htm



https://ocw.mit.edu/resources/res-str-002-data-management-spring-2016/index.htm
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Structuring your data
Task — 10 minutes

Please create a folder structure using the following criteria. Work in groups of 2 or 3. The
folder naming is up to you.

a. You are working on a survey project together with a colleague.

The project involves data of a consumer and a stakeholder survey. Both surveys have
different methodologies and questionnaires.

c. You are working on a presentation of survey results for a team meeting and a more lengthy
analysis for your superior. Sometimes your colleague sends you new file versions via email.

d. You foresee that you will be working on the project for half a year. You will be revising
guestionnaires, methodologies and analyses several times and produce many new versions.

35



Structuring your data
Task — possible answer

36

F

F

F

F

F

. _ExampleProject

F

F

, 01 _Data
. Consumersurvey
. StakeholderSurvey
, 02_Documentation
. Methodology
. Method_ConsumerSurvey
. Method_StakeholderSurvey
, Questionnaires
. QuestionnaireConsumersurvey
. QuestionnaireStakeholdersurvey
, 03_Analysis
. AnalysisEmails
, 4 Presentation
. PresentaticnEmails
, 05_Archive
. Analysisfrch
. Docurmentationfrch

| PresentationArch

based on https://www.cessda.eu/Training/Training-

Resources/Library/Data-Management-Expert-Guide/2.-Organise-

Document/File-naming-and-folder-structure, example survey data
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https://www.cessda.eu/Training/Training-Resources/Library/Data-Management-Expert-Guide/2.-Organise-Document/File-naming-and-folder-structure

Structuring your data
Group 1




Structuring your data u

G f'ou p 2 snayssnar

syTvay. projekt

38



Structuring your data
Group 3
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Structuring your data u
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Group 4




Structuring your data u
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Group 5




Organizing your data
Basic principles — overview

1. Directory structure
2. File naming conventions

3. File version control

42
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Organizing your data

File Naming

43

2] 7.ppt

Eﬂ Data_dev Final.xlsx
Eﬂ Data_Final.xlsx

4] Data_FinalFinal xIsx
4] Data_UseThisOne.xlsx
. | DSC 0310

™ DSC_0310JPG

| | DSC 0311

™ DSC_0311JPG

EJ Text_For_Presentation.docx
@@ V3111201434.pdf

b

u

b
UNIVERSITAT
BERN



b

u

b

Organizing your data
File Naming Task — 10 minutes

44

2] 7.ppt
jJ Data_dev Final.xlsx
jJ Data_Final.xlsx
] Data_FinalFinal.xlsx
4] Data_UseThisOne.xlsx
| DSC_0310
™ DSC_0310JPG
| DSC_0311
™ DSC_0311.JPG
EJ Text_For_Presentation.docx
@@ V3111201434.pdf

Work in groups of 2-3. Develop a nhaming convention
for your files.

 What are some general considerations when
chosing a file name?

» Which parts should it contain?

« Determine the sequence of the components and
explain why.

 Where would you document your naming
convention?
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File Naming Conventions
Tips
Include Avoid
- name or initials - spaces (use hyphens or
- Date underscores)
- Version number - special characters (e.g. & ()[]%)
- Unique identifier (e.g. project

number)

- Project name

Document your convention (readme-file)

45  https://library.stanford.edu/research/data-management-services/data-best-practices/best-practices-file-naming



https://library.stanford.edu/research/data-management-services/data-best-practices/best-practices-file-naming

u

File Naming Conventions
Example: TILS

www.tils.qut.edu.au

DIVISION OF TECHNOLOGY, INFORMATION AND LEARNING SUPPORT

_ General enquiries +61 7 3138 2714

TILS Document Naming Convention

Document naming for the TILS Division should follow this convention:

'GDL| TILSDocNaming 0090612.docx

The document title
describes the content

The date in the

A prefix shows the format yyyymmdd

‘ The version number ‘
document type

File names created from the TILS document naming convention are made up of four parts joined
together with an underscore character ( _ ). There should not be any spaces in the file name.

https://www.data.cam.ac.uk/files/qd| tilsdocnaming vl 20090612.pdf

46


https://www.data.cam.ac.uk/files/gdl_tilsdocnaming_v1_20090612.pdf

File Naming Conventions
Example: TILS

Prefix Meaning

AGD |Agenda
AGR |Agreement

GDL_TILSDocNaming_V1 20090612.docx |GDL |Guideline

MEM | Memorandum

: MIN |Minutes and Notes
PRE_LibDatabaseMgmt_V1_20090124.ppt [cre [pPresentation
PRO |Procedure

PRP |Proposal

REP |Report

TEM | Template

47



File Naming Conventions
Example: TILS

GDL_TILSDocNaming_V1_20090612.docx
- Version 1 of the TILS Document Naming guidelines prepared on the 12" of June 2009

PRE_LibDatabaseMgmt_V1_20090124.ppt
A powerpoint presentation about database management prepared by the Library on the 24"

of January 2009

48 https://www.data.cam.ac.uk/files/gd| _tilsdocnaming vl 20090612.pdf



https://www.data.cam.ac.uk/files/gdl_tilsdocnaming_v1_20090612.pdf

File Naming Conventions
Example: Stanford Best Practice

FR3S.140623.129C.2653.W.JPG

49
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File Naming
Example: Stanford Best Practice

Info tracked & the convention used

The researchers wanted to track several things about the tiles:

Study site. Indicated by the name, ex. FR3, FR7, FRO.

Depth of the water. Indicated by S (shallow), M (middle), or D (deep).
Date. Indicated by YYMMDD.

Tile number. Indicated on the tile.

Tile treatment. Indicated by C (caged) or U (uncaged).

Number assigned to photo by camera.

Whether the post-removal photo was of the entire tile or a tile section.
Indicated by W (whole area), A (upper right), B (lower right), C (lower
left), or D (upper left).

NSO W=

Example: FR3S.140623.129C.2653.W.]PG

This was image 2653 of whole, uncovered tile 129 from study site 3 in shallow

water, taken on June 23, 2014.
50 Stanford Libraries, Part of File naming Best Practices https://library.stanford.edu/research/data-management-services/data-best-practices/best-practices-file-naming



https://library.stanford.edu/research/data-management-services/data-best-practices/best-practices-file-naming

File Naming Conventions
Renaming Files - Tools

Batch/bulk renaming tools e.g.:
— Ant Renamer (Windows)

— Renamer 5 (Mac)
— GNOME Commander (Linux)

51

UNIVERSITAT

Tips:

make sure the software doesn’t
change the file format

keep track of original file
names


http://www.antp.be/software/renamer
https://renamer.com/
https://gcmd.github.io/

Organizing your data
Basic principles — overview

1. Directory structure
2. File naming conventions

3. File version control

52
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Organizing your data
Version Control

GDL_TILSDocNaming V1_20090612.docx
- Version 1 of the TILS Document Naming guidelines prepared on the 12" of June 2009

- Revert to previous versions

- Find out what is different between two versions

- Find out what has changed in a specific time period
- Manage multiple versions

- Work with multiple people on the same files

- Transparency and integrity

53



Version Control
How to — simple

Versioning in file names

- Ordinal numbers for major and decimals for
minor changes

- Use dates to distinguish between versions or
add to version numbers

- Use the label “final” — but only once ©

54
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> file_ V1-2
> file_V1-2_2019-08-13

- file_V1-2_2019-08-13
file_V1-3 final



Version Control
How to — simple

Tips

 Use an archive folder

» Delete versions you don’t need anymore
e document your convention (readme-file)

55

UNIVERSITAT



Version Control
How to — elaborate

Versioning systems ... for text or table files

- Git - automated versioning in cloud

- Mercurial applications (Office 365, GoogleDocs)
- Bazaar

- other software, e.g. Word 2016-19,
- Darcs

Simul

56


https://www.mercurial-scm.org/
http://bazaar.canonical.com/en/
http://darcs.net/
https://www.simuldocs.com/

Organizing your data




Metadata & Documentation u
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Metadata
What is 1t?

— Commonly described as “data about data”
— Structured information that conforms to standards
— Make data findable, reusable and citable

— For a dataset e.qg.: Title, Creator, Description, Format, Rights,...

— Metadata schemas: e.g. Dublin Core, Data Cite

59
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Metadata
Where Is it?

— In your raw/processed data
— Manual input
— Automatic input (from lab tools)

— In your documentation [Readme.txt, log files, Info files, Submitting
Interface]

— File & folder name
— In a data repository [where you will deposit your data]
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Metadata
In a Repositor
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Documentation
How do | document?

CC BY Vincent Gaggioli
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Documentation
How do | document?

— Document your data throughout your research — do not wait till the
end!

— Afew tips for continuous documentation:
— Try a generic note-taking software (e.g. SCINote, OneNote, Evernote,...)
— Use an electronic lab notebook for structured documenting

— If you work with scripting languages, such as R or Python, take a look
at Jupyter Notebook.
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http://jupyter.org/

ELN yes, but which one?
More information

— Practical guidelines on how to introduce ELN and
LIMS in an academic research laboratory by the
DLCM Team.

— Lists of available products:

— ELN list by the University of Harvard: comparative
table

— DLCM list of ELNs and LIMS

— Website with ELN list and additional information by the
Gurdon Institut (University of Cambridge)
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https://www.dlcm.ch/application/files/3915/1368/9573/DLCM_ELN_LIMS_guidelines.pdf
https://datamanagement.hms.harvard.edu/electronic-lab-notebooks
https://www.unige.ch/researchdata/index.php/download_file/view/133/189/
https://www.unige.ch/researchdata/index.php/download_file/view/132/189/
https://www.gurdon.cam.ac.uk/institute-life/computing/elnguidance

Documentation
READEME files

- Describe the files and folders
In a project.

- Primarily aimed at an external
audience and your future self

- Write as a plain text file

- Use standards

- README Template:

https://data.research.cornell.edu/content/readme
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Name:
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b

u

b
UNIVERSITAT
BERN



https://data.research.cornell.edu/content/readme

Legal Frameworks
For working with data
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Legal Frameworks
Please note

67

BERN

We are no legal experts.
This is meant only as an orientation.

For more detailed questions and for advice, please consult a lawyer or data
protection officer!



Legal Frameworks
Overview

* Legal frameworks and definitions

» Before processing data:
 Which data?
* Informed consent

e Data processing: how to?
* Anonymisation, pseudonymisation

68
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Legal Frameworks
For working with data

* Federal Act on Data Protection, Switzerland (1992/2019, under revision)
e Data Protection Regulation, Bern (1986/2013)
* General Data Protection Regulation, EU (GDPR, 2018)
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Legal Frameworks
For research involving data

Datenschutz und Forschung im Allgemeinen

https://www.edoeb.admin.ch/edoeb/de/home/datenschutz/statistik--register-und-forschung/forschung/datenschutz-und-forschung-im-allgemeinen.html

Federal Act on Research involving Human Beings

https://www.admin.ch/opc/en/classified-compilation/20061313/index.html

Schweizerische Eidgenossenschaft
Confédération suisse
Confederazione Svizzera

Confederaziun svizra

70


https://www.edoeb.admin.ch/edoeb/de/home/datenschutz/statistik--register-und-forschung/forschung/datenschutz-und-forschung-im-allgemeinen.html
https://www.admin.ch/opc/en/classified-compilation/20061313/index.html

b

u

DPR Switzerland
Working with data

Data
personal data * non-personal data
federal authorities, cantonal authorities data protection doesn’t apply
private persons (incl. (e.g. universities)*
companies)* \
\

federal data protection law cantonal dpl 0 * EU GDPR may apply!
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DPR Switzerland
Some definitions

personal data

sensitive
personal
data

72
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Personal Data

* Any data that can be related to an
identifiable or identified person

Sensitive Personal Data

* religious, ideological, political or trade
union-related views or activities

* health, intimate sphere, race

» social security measures

e administrative or criminal proceedings
and sanctions

FADP, Art. 3a, c



DPR Switzerland
Some definitions

personal data

personality
profile

personal data

personal data

“personal data

73
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Personality Profile

» a collection of data that
permits an assessment of
essential characteristics
of the personality of a
natural person

FADP, Art. 3d



DPR Switzerland
Some definitions

Data processing
= anything (!) that can be done with data:

collecting, storing, archiving, analysing (or other forms of use), publishing,
deleting ...

(FADP, Art. 3¢)
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Legal Frameworks
Overview

» Legal frameworks and definitions

» Before processing data:
 Which data?
* Informed consent

» Data processing: how to?
* Anonymisation, pseudonymisation

75
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DPR Switzerland
Which Data?

» Collect only data needed to the purpose of your study (Principle of
Proportionality)

« Data may only be processed to fulfill the purpose indicated when it was
collected

» Data must be accurate

« Data processing must not aim at identifying a person or making a person
identifiable

76



DPR Switzerland
Informed Consent

Data subjects

 must be informed about planned data processing and their rights in
advance.

* must consent to the processing of their data.
* have the right to object to processing their data.
* Tip: keep it short and simple (as far as possible)!
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Legal Frameworks
Overview

» Legal frameworks and definitions

» Before processing data:
 Which data?
* Informed consent

« Data processing: how to?
* Anonymisation, pseudonymisation

78
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DPR Switzerland
Anonymisation

» Ensure that data cannot be related to a specific person, or can only be assigned
with extraordinary effort

e Legal obligation!

 The data must be anonymised as quickly as possible

» The research results must be published in anonymous form
» Data protection regulations do not apply to anonymized data
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DPR Switzerland
Anonymisation - Example

Before anonymization After anonymization
- --
Martin Muller 79'000 3001 41-60 79’000 30**
Andrea Sommer 21 f 55’000 3013 * 21-40 f 55’000 30**
Dominik Fischer 44 m 102’000 3012 * 41-60 m 102’000 30**
Arnold Furrer 65 m 40’000 3001 kJ kJ * * 30**

Simone Meier 38 f 67000 3011 * 21-40 f 67'000 30**
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DPR Switzerland
Pseudonymisation

Identifying data is replaced by an identifier or pseudonym
Key allows mapping of identifiers to data subjects

Key must be kept

* separate from data
* securely, encrypted

Must only be used if anonymization is not possible

0 Data protection regulations apply to pseudnoymized data (# anonymisation)
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DPR Switzerland
Pseudonymisation - example

Before pseudonymization After pseudonymization
Name - Income | postcode Identifier - Income | postcode
Martin Miiller 79'000 3001 79'000 3001
Andrea Sommer 20 f 55'000 3013 2 20 f 55'000 3013
Dominik Fischer 44 m 102'000 3012 3 44 m 102'000 3012
Arnold Furrer 75 m 40°000 3001 4 m 40°000 3001
K Name Identifier ﬁ
Martin Muller

Andrea Sommer 2
Dominik Fischer 3

Arnold Furrer 4
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DPR beyond Switzerland
Europe - GDPR

General Data Protection Regulation (2018)

83

Lawful, fair, transparent
Consent form easy to understand

Re-purposing of data requires informed
consent of data subject

Transferring data outside EU requires that
target countries provide similiar protection
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Data protection
Where to get more information

84

Data protection office of the Canton of Berne

Bern University Legal Services Office

Legal texts:
» Federal Act on Data Protection (1992/2019)
« Data Protection Act, Canton of Berne (1986/2013)
e EU, GDPR (2018)
datenrecht.ch: website on legal regulations around data (German)

Open Science @ UniBe: basic information around handling sensitive data

and many more ...


https://www.jgk.be.ch/jgk/de/index/direktion/organisation/dsa/ueber_uns.html
https://www.unibe.ch/university/organization/executive_board_and_central_administration/general_secretariat/legal_services_office/index_eng.html
https://www.admin.ch/opc/en/classified-compilation/19920153/index.html
https://www.belex.sites.be.ch/frontend/versions/7
https://eugdpr.org/
https://datenrecht.ch/
https://www.unibe.ch/universitaet/dienstleistungen/universitaetsbibliothek/service/open_science/forschungsdatenmanagement/index_ger.html#pane826303

Data Storage & Back-up

85

www.digitalbevaring.dk
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Data Storage
Check your Needs

« How much space do you need?
* Who needs access to the data and on what level?

Do you need extra protection for sensitive data?

86
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Data storage w

b

Storage solutions - overview

Discuss with your Neighbour the advantages or disadvantages of:

pud Storage

gig%g K+ N

o, !

87 Based on: Netscher, Sebastian (2018): RDM Expert Tour Guide: Chapter 4 Store [presentation]. Train the Trainers Workshop, 12-13 April 2018, Ljubljana (Slovenia). CC BY SA



Data storage

Storage solutions — Portable Devices
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Data storage u

Storage solutions — Local Storage
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Data storage w

Storage solutions — Cloud Storage
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Data storage
Storage solutions — Network Drives
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Data storage

File formats and long-term storage

92

Not all formats are suited for archiving, if

possible store data:
In non-proprietary file formats
Uncompressed
Unencrypted

File formats for archiving:
« ETH
» Kost (german and french)

UNIVERSITAT
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https://documentation.library.ethz.ch/display/DD/File+formats+for+archiving
https://kost-ceco.ch/wiki/whelp/KaD/index.php?ld

Data storage
Changing the file format

Risks of file conversion:
- loss of content
- loss of characteristics of the file
stored within the file
- loss of layout
- loss of quality

93

Not always possible
Keep a copy in the original format

Conversion recommendations: ETH
Tools to validate the formats of your

data files
- File Information Tool Set (FITS)
- DROID



https://documentation.library.ethz.ch/display/DD/File+formats+for+archiving
https://projects.iq.harvard.edu/fits
http://www.nationalarchives.gov.uk/information-management/manage-information/preserving-digital-records/droid/

Backup u

Is it really necessary?

CCimage by Sharyn Morrow

on Flickr

CCimage by momboleum

on Flickr

94 Image via petermr’s blog (Peter Murray-Rust): Why YOU need a data management plan, https://blogs.ch.cam.ac.uk/pmr/2011/08/01/why-you-need-a-data-management-plan/



Backup
Things to consider

95

Who is responsible?

What do you want to backup?

How many backups and how
frequently?

Where will backups be stored?
How much storage will you need?

b
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How will personal data be protected?

Are there tools for automated
backup?

How long will backups be stored and
how destroyed?

How will you check the integrity of
your backup files?
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Backup
Simple rules

— Automated backups are better than — Replace storage media regularly
manual (portable storage media after 2-5

— 3-2-1 backup strategy: 3 copies, 2 years)
different media, 1 external location — Tools for integrity checks: e.qg.

— Backups of sensitive data must be MDSsummer or Checksum Checker
protected in the same way as the
original files

— Regularly test whether restoring files
from your backups is possible.
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https://www.ukdataservice.ac.uk/manage-data/store/checksums
http://checksumchecker.sourceforge.net/

Data Storage & Backup

Media

Opitcal e
» portable and low costs
» small capacity,

easily damaged and lost,

not durable »

o

Portable Flash Drive #

» portable and low costs,
robust and long-lived

» small capacity and easily lost

97

Some recommendations

b
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-:ﬁ.‘g

Magnetic
» low costs and high capacity
» easily damaged,

use at least two types of physical degradation

storage media

replace storage media

(after 2-5 years)

Build In Flash Drive

» robust and long-lived
» high costs and small capacity

carry out integrity checks,
e.g. by checksum tool

Based on: Netscher, Sebastian (2018): RDM Expert Tour Guide: Chapter 4 Store [presentation]. Train the Trainers Workshop, 12-13 April 2018, Ljubljana (Slovenia). CC BY SA



Storage & Backup
Take home

— You need a strategy
— Various storage solutions with advanteges and disadvantages

— Not a one-size fits all solution: define a specific strategy for each
project

— Short term strategy vs. Long term strategy

98



Data sharing and reuse

99

Digitalbevaring.dk
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Data sharing and reuse
Why?

https://www.youtube.com/watch?v=jpGWfEqQTOFO, Odum Institute, CC BY

100


https://www.youtube.com/watch?v=jpGWfEgT0F0

Data sharing and reuse

Have you ever shared data?

Have you ever reused other people’s data?

101
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Sharing Data
Why?

* Funders’ requirement

 Make use of resources more sustainable (reuse of data!)
|
* More transparency through reproducibility

« Access to data as a larger trend r X“
[L

partially based on https://www.ukdataservice.ac.uk/manage-data/plan/why-share Digitalbevaring.k
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Sharing Data
Why?

Bring science forward, innovation

* |Improvement and validation of research methods, better quality of data -

* Increase impact and visibility of research ‘ i
« Get more publications & citations r ><
* Reuse other people’s shared data |

Digitalbevaring.dk
partially based on https://www.ukdataservice.ac.uk/manage-data/plan/why-share Igitalbevaring

103



b

u

Sharing Data
How?

C http://example.com natur e Tiriernational weekhy frurnal nf ardenre

Home | Mews & Comment | Research | Careess & Jobs | Cument |ssue | Archive | Audio & Video | For Aut

o
Publishers threaten to remove millions of papers
from ResearchGate

Take-down notices “imminent™” as lawsuit is filed alleging widespread copyright
infringement.

Page No‘t Found Richard Van Noorden

10 October 2017 | Updated: 10 October 2017

i A

Q\ Rights & Permissions

https://blog.algorithmia.com/404-error-scanner-algorithm-find-broken-links/ https://dx.doi.org/10.1038/nature.2017.22793
104



Sharing Data
How: some options

1. Data Paper / Data Journals

2. Data Repository

105
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Sharing Data
Data Paper / Data Journal

« Useful for larger datasets
* Usually peer-reviewed Research Data Journal
 In-depth descripton and contextualization forhejlispaitiex snd Sociel Scienees
e one more publication

« Tip: link data paper to main paper record (DOI)

nature » scientific data

SCIENTIFIC D AT At

« Examples: Foster, HU Berlin

Reiilys Susan et al. (2011), Report on Integration of Data and Publications. https://www.stm-assoc.org/2011_12 5 ODE_Report_On_Integration_of Data_and_Publications.pdf


https://www.fosteropenscience.eu/foster-taxonomy/open-data-journals
https://www.cms.hu-berlin.de/de/dl/dataman/teilen/dokumentation/datajournal
https://www.nature.com/sdata/

u
Sharing Data
Repositories — general -
DRYAD

e Online platforms

» Allow upload of files (e.g. research data)

» Describe and give proof of files

* Increase discoverability of deposits

» Generally: good repositories best way to share data

107
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Types of Repositories |
Subject-specific
Advantages — Examples:
— Best visibility — GenBank (Genome data)
— May offer subject-specific metadata — Pangaea (Earth & Environmental
— Familiar with technical requirements for ~ Science)

specific data ___________ - ICPSR (numeric social science

data)

108


https://www.ncbi.nlm.nih.gov/genbank/
https://www.pangaea.de/
https://www.icpsr.umich.edu/icpsrweb/ICPSR/
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Types of Repositories |l
Generic

Advantages
— Open to all disciplines
— Easy to use

Examples
— Zenodo
— Harvard Dataverse

— Dryad

109


https://zenodo.org/
https://dataverse.harvard.edu/
https://datadryad.org/

u
Types of Repositories |l
Institutional
Advantages

— Linked to your institution
— All Data at same location
— Financing of the repository is secured

Examples

— BORIS for Publications
(boris.unibe.ch)

— In process: BORIS Research Data

110



How to find a suitable repository w
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Ask in your community
Search re3data.org

re3dataorn

REGISTRY QF RESEARCH DATA REPOSITORIES

111 Registry of Research Data Repositories; https://www.re3data.org/


https://www.re3data.org/

Data Reuse
How?

* Find data via a search engine or on a repository
» Check thoroughly for copyright, licenses and other reuse regulations
» Restricted data (e.g personal): data reuse agreements

» Act accordingly: mutual trust is the basis of data sharing and reuse!

112
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Data Reuse
Data search engines

 Google Dataset Search (prototype)

» Elsevier DataSearch (prototype)

» DataCite

113


https://toolbox.google.com/datasetsearch
https://datasearch.elsevier.com/
https://search.datacite.org/
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Copyright Transfer Agreement (CTA) u

115
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1.2 Auth0r|herebv grants and assigns to Publisher the exclusive, sole, permanent, world-wide, transferable,

| sub-licensable and unlimited right to reproduce, publish, distribute, transmit, make available or otherwise
communicate to the public, translate, publicly perform, archive, store, lease or lend and sell the Work or
parts thereof individually or together with other works in any language, in all revisions and versions [
(including soft cover, book club and collected editions, anthologies, advance printing, reprints or print to
order, microfilm editions, audiograms and videograms), in all forms and media of expression including in
electronic form (including offline and online use, push or pull technologies, use in databases and data
networks (e.g. Internet) for display, print and storing on any and all stationary or portable end-user
devices, e.g. text readers, audio, video or interactive devices, and for use in multimedia or interactive
versions as well as for the display or transmission of the works or parts thereof in data networks or search
engmes and posting the Work on social media accounts closely related to the Work), hn whole, in part or in I
abrldged form, in each case as now known or developed in the future,; including the right to grant further
time-limited or permanent rights. Publisher especially has the right to permit others to use individual
illustrations, tables or text quotations and may use the Work for advertising purposes. For the purposes of
use in electronic forms, Publisher may adjust the Work to the respective form of use and include links (e.g.
frames or inline-links) or otherwise combine it with other works and/or remove links or combinations with
other works provided in the Work. For the avoidance of doubt, all provisions of this contract apply
regardless of whether the Work itself constitutes a database under applicable copyright laws or not.
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Copyright Transfer Agreement (CTA)

1.4

Author retains, in addition to uses permitted by law, the right to communicate the content
of the Work to other scientists, to share the Work with them in manuscript form, to
perform or present the Work or to use the content for non-commercial internal and
educational purposes, provided the original source of publication is cited according to
current citation standards.

116



License

— Legal document that grants specific rights to users

— Copyright holder determines the conditions under which the work can be
accessed, re-used and modified (if applicable)

— Removes any ambiguity over what others can — and can't — do with your data.

— Licenses can be applied to any material (e.g., articles, sound, text, image,
multimedia, software) where exploitation or usage rights exist.

— License builds upon existing copyright regulations.

117



Creative Commons

creatlve”

commoen
C) &M f\

118 Image: “Creative Beauty at Creative Commons" by Kristina Alexanderson available on Flickr (CC BY-NC-ND 2.0)

9



https://www.flickr.com/photos/kalexanderson/
https://www.flickr.com/photos/kalexanderson/6051120264/in/photolist-c5cdVs-bGG58v-bdVgKi-a8Tsiz-drFgCd-bWaYEW-adHzeJ-b1UWvK-cEtur5-dDadJe-dDtr6z-dDJSHh-9G6xQh-bkno4P-dDH38c-dD1coA-anYW4e-dvEpfY-anZn9P-dcyLFx-dnMRSJ-atH8jF-cdVTEj-anZ5aD-dnMMQa-b7YWCD-adGR8n-anZ54H-dAaECF-adKFrE-dp7BN7-anZ8xk-ao2RFb-ao2Sxh-dnMNxN-c7ufUh-bW5Y1G-anYYNP-anZ5vg-ao2JqC-anZ7wD-anLNFd-anLPhA-anZ4rF-dnMNY9-anZ9wg-ao2Q7f-ao2VkE-anZ3e4-ao2TGm
https://creativecommons.org/licenses/by-nc-nd/2.0/

Creative Commons
Conditions

u
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= CONDITIONS

The details of each of these licenses depend on its version
and comprse a selection of four conditions

ATTRIBUTION NON-COMMERCIAL

(B o)

'You may cogry, distribute, Yol may copy, distributs,
display and perfiarm he work display, and perfoom e work
and make dofivalive warks and make dervative works

based on it only i they give based on it only for
the author or beensor the noncommer cial purposes
credits in the manner
specified by hese.

119 Foter blog: How To Attribute Creative Commons Photos (CC BY-SA 3.0)

NO DERIVATIVE WORKS

SHARE ALIKE

| (ND) (SA)

¥iou may copy, dislribute
display and pedform only
vierhatim copdes of the work,
not derivaiive
works based on it

You may disiribute
derhrative works only under
a license identical o the
kcense that govemns the
origina] work.


https://foter.com/blog/how-to-attribute-creative-commons-photos/
https://creativecommons.org/licenses/by-sa/3.0/

Creative Commons
Licenses

o S e

CREATIVE COMMONS
LICENSES
® PUBLIC DOMAIN

® CC BY
®®  ccBy-sA
@  ccsy-D
®®  coBy-NC
® S @ ccBY-NC-SA
@& G ccBY-NC-ND

¥

You can redisinbute
(copy, publish, display,
communicala, sfic.
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LPUBLISH  REQUIRED USE & ADAPT LICENSE
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You can use fhe work You can modify and
commercially adapi the original work



https://foter.com/blog/how-to-attribute-creative-commons-photos/
https://creativecommons.org/licenses/by-sa/3.0/

Creative Commons Licenses u

How does it work?

/
https://vimeo.com/25684782
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https://vimeo.com/25684782
https://vimeo.com/25684782
https://www.tohatoha.org.nz/2011/07/creative-commons-kiwi/
https://creativecommons.org/licenses/by/3.0/nz/
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Excercise
What do you get?

CCO (Public Domain)
@@ + @@@ _ 5 CC BY (Attribution)
' (@@ CC BY-SA (Attribution + Share Alike)
©@®(E CC BY-ND (Attribution + No

&) — Derivative)
u =7 C?:rll\al.?(-lxli: (Attribution + Non

Commercial)
_ 5 CC BY-NC-SA (Attribution + Non
i @ . Commercial + Share Alike)
CC BY-NC-ND (Attribution + Non

Commercial + Share Alike)
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Excercise

@® + OO -
+ = not allowed
+ @ = not allowed



Creative Commons for Data

OMON

This work is licensed under a Creative
Commons Attribution 4.0 International
License.



b

u

b

How to License Research Data

% D CIC

DCC guide on “How to License Research Data”

How to License

EUDAT Licensing Tool Research Data

Alex Ball (DCC)

Selected License

Creative Commons License Chooser &

e

Do you own copyright and similar rights in your dataset and all its constitutive parts? L

Yes No
Do you allow others to make commercial use f you dat
Yes No

reative Commons Atribistion (CC-BY)
(B0
Dégitsl Curation Cantre, 2

L1FN
Licanusd under Crative Cammmans Astri
tprereat tvmcnmens._arg/Lisenven /iy Public Dormain Dedization (CC Zero
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http://www.dcc.ac.uk/resources/how-guides/license-research-data
https://ufal.github.io/public-license-selector/
https://creativecommons.org/choose/?lang=en_GB

Wrap up u

Data Management Planning

www.digitalbevaring.dk
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Write a DMP
Common themes in a DMP

— Description of data to be collected / created
— Standards / methodologies for data collection
— Data organization and file naming

— Ethics and Intellectual Property

— Short- and long-term storage and backup

— Data sharing
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Need any help?

Check out our website!
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OPEN ACCESS

QA

Here you find an

overview of the subject

area Open Access,

BERN OPEN PUBLISHING

<HB&

Journals & Series

Here you find technical
and administrative
support for publishing
books and journals.

www.unibe.ch/ub/openscience

SERVICES

A

RESEARCH DATA MANAG|

Services

Learn about our many
services: information,

training and support.

MENT

Data Management

Here you find
information about
research data

management and DMPs.

DISSERTATIONS

Publish online

Learn how to publish
your doctoral thesis

online and open access.

LONG TERM PRESERVATION

How can data produced
at the University of
Bern be digitally
archived?

BORIS

IDENTIFIERS

u

b
UNIVERSITAT
BERN

BORIS Public

Here you find
information about the
institutional repositary

of the University of Bern.

ORCID & Co

ORCID iDs, DO, I5BNs
and I55Ns make you and

your research unique.


http://www.unibe.ch/ub/openscience
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